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Introduction

Public sector organisations, like the NHS and
government departments, are starting to
create something called

This is data that mimics real administrative
data, but doesn’t include real people’s
information. It’s used to help researchers
practice or prepare for working with real data.

Until now, the public haven't really been asked what they think about this
- whether they're happy for synthetic data to be shared with researchers,
who should get access, and how it should be explained to the public.

That's why we ran this project - to listen to members of the public and
work together to create some practical recommendations for
data owners who create and share synthetic data.

®
Whatis ® ®
Administrative Data?

Administrative data is real
information collected about
people by public organisations,
like the government or the NHS,
as part of their everyday work.

This could include data about our
health, education, or employment.
These organisations are
responsible for looking after the
data - they are the data owners.



What is synthetic data
and why is it useful?

Synthetic data is created to reflect real data
without using real people’s information.

It is made by analysing the patterns in the
real data and creating new data that follows
the same trends - but without including any
actual individuals.

For example, in healthcare, synthetic patient
datasets will look like a set of medical
records, but none of the records will belong
to real patients.

Some
® It can take time for researchers to gain access to real data synth.etic '
® a5 data owners need to carry out checks to make sure data.ls very e
.. data is used safely and appropriately. det?'led (high-fidelity) and
o® designed to be as close as
While waiting for access, researchers can benefit from possible to real data.
using synthetic data to: In this project, we focused
* test research ideas and computer codes on low-fidelity synthetic data.

This only reflects broad
patterns and isn’t generally
used for detailed analysis.

* train students and junior researchers, without the
-need to handle confidential information



What did the ‘Discussing
Data’ project do?

We ran a public engagement project to explore
how people feel about synthetic data. This involved Being
four online workshops with 39 members of the ('

public from different backgrounds across the UK. inclusive ‘ “
We worked with

The workshops included: Egality Health to

involve members of
‘E the UK public from
f/ a wide range of backgrounds to
get a diverse mix of views. This
included people of different

ages, cultures and locations.

Expert talks Group Interactive We asked people to contact us

- so people could discussions activities if they were interested in joining

learn about what —where attendees - helping people the workshops.

synthetic data is and spenttimeinsmaller  explore what synthetic

how it's used. groups to share their ~ data might be used applications
thoughts, concerns, for and how it might received

and ideas. be shared.

people invited
During the final workshop, attendees worked with us to develop
recommendations for data owners - the organisations that create
and share synthetic data.

to participate

people
took part

M Toread about this in more detail, you can
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see our paper here.



https://www.cardiff.ac.uk/centre-for-trials-research/research/studies-and-trials/view/delimit

What we found

Here are some of the key things we learned from the discussions:

‘l People knew very little about

synthetic data at the start 4 AU OEE LUl E s

Most attendees had never heard of synthetic data Many people assumed synthetic data was generated
before, and some found the name confusing or automatically by Al, and they were concerned about
misleading. The term ‘synthetic’ made some people a lack of human oversight. They wanted to know that
think of fake or unreliable data. real people are making decisions about how synthetic

data is created, checked, and used.

2 Transparency is key

5 Public trust depends on

clarity and fairness

People wanted clear, easy-to-understand explanations

of what synthetic data is, why it’s being used, and People wanted to know that synthetic data was being

what the benefits and risks are. They felt that data used for public benefit, such as for health research.

owners need to communicate this more clearly. However, they were less comfortable if they felt it
could be used in ways that were unfair, unclear, or not

"Accessibility needs to be at the
forefront of any comms about
synthetic data.” We asked the workshop attendees to

suggest alternative words to synthetic data.

They suggested many options but there was
no single word that everybody agreed upon.

properly regulated.

3 Controlled access is preferred

DUMMY DATA
There was concern that if synthetic data was made
freely available to anyone, it could be misunderstood MIRRURED DATA
or misused. Most attendees felt there should be TEST DATA ARTIFICIAI_ DATA SIMULATED DATA

some level of control over who can access it and for SYNTH ETIG DATA
what purposes.

Mock DATA FAKE DATA cxweeoan
oo \IRTUAL DATA sevenresom



Our recommendations

Based on everything we heard
in the workshops, we worked
with attendees to create
practical recommendations for
data owners - the organisations
responsible for creating and
sharing synthetic data.

We hope these recommendations will
help organisations share synthetic data
responsibly, in ways that align with
public attitudes and expectations.

Introducing synthetic data

RECOMMENDATION 1

The term synthetic data is not well understood
by the public.

Provide a brief definition to explain:
¢ that synthetic data is not real data

* put that it is based on real data

* that it is created in a way that minimises
personal privacy risks




Explaining the purpose of your
synthetic data

RECOMMENDATION 2

Make it clear what your synthetic dataset can
and cannot be used for e.g. it can be used for
training, or writing computer code, but not to
answer research questions. Emphasise that real
policy decisions are always made with real data.

RECOMMENDATION 3

Explain the benefits and impact of your synthetic
dataset for:

* your own organisation

* researchers e.g. training and understanding
the data

* the public e.g. if public money is being spent
to create it, how do the public benefit?

RECOMMENDATION 4

Explain the personal privacy benefits that using
synthetic data offers.

Accountability for creating

your synthetic data

RECOMMENDATION 5

Provide a simple explanation for how your
synthetic data is created. In particular, you
should explain the role of humans vs automation
(such as Artificial Intelligence) in the process.

RECOMMENDATION 6

Human oversight in checking personal privacy
risks is important. Explain the quality and
privacy checks you undertake before your
synthetic dataset is released.




Access, use and misuse of

synthetic data

RECOMMENDATION 7

There is not widespread support for a fully open
access approach to synthetic data:

* use a simple registration process which
records the requestor’s name, email address
and intended use (as a minimum).

* implement a simple user agreement
covering the key terms and conditions such
as allowed usage and how long synthetic data
can be held.

Communicating synthetic
data clearly

RECOMMENDATION 8

Real life examples are particularly helpful to
the public. Use accessible case studies from
researchers to:

* demonstrate what synthetic data is

* report the outcomes from researchers using
your synthetic data

* emphasise the positive impact for the public

RECOMMENDATION 9

Use creative communication methods including
infographics and engaging videos to convey
information about synthetic data to the public.

RECOMMENDATION 10

Work with the public to ensure all of this
information is accessible to people with a
diverse range of needs.



Feedback from
our public members

After each workshop we invited our
public members to complete an online
feedback survey.

We asked them what worked well and what we
could improve.

What worked well:

o The sessions were well-structured, easy to
follow and held at flexible times

& The use of Zoom worked well, especially for
people using screen readers

& Breakout rooms gave everyone a chance
to contribute

Attendees also suggested some

improvements for future workshops:

o Sharing presentation slides in advance

« Mixing up the breakout groups so attendees
could meet different people

« Allowing more time for small group discussions

« Consideration of simpler language, for people
whose first language is not English

"The workshops were really well led
to supply information and context
from a very neutral stance. Learning
was built very well layered session
to session, leaving me feeling that
| had understanding of a concept |
originally had zero knowledge of.”

"It is an amazing piece of
coproduction.”

"l would like to see public
participants empowered to
summarise the discussions from
breakout sessions.”



What happens next?

This project s just the start!

We will be sharing these
recommendations with data owners
across the UK and sharing our findings
with researchers and policymakers at
workshops and conferences. We hope
they will shape how synthetic data is
managed in the future.

ﬁ
.
We also think it’s important to .

keep the conversation going. 3

We will look for ways to continue /

to engage with the pubilic, /

data owners, researchers,

and policymakers as |

synthetic data technology
develops.

/
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